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HenpepbiBHaa Banupauma C3U: Tenepb 3T0 NpocTo

Ka)keTcsl, 4To oL,eHUTb 3pPEeKTUBHOCTb

3aluThbl OT Kuﬁepyrpo3 HEeBO3MO)XHO?

Cuctema obecneyeHuns kunbepbesomacHocTM MeHseTCA KaXAblv
LeHb. M3-3a u3MeHeHun B WT-apxuTekType npeobpasyetcs
NOBEpPXHOCTb aTaku, W3-3a WU3MeHeHWh KoHburypauun C3U
BO3HMKAIOT HenpeaBuaeHHble bGpewn B cUCTEME  3aLUMUTHI.
NaHpwa¢T yrpo3 ToXxe pa3BMBaeTcs, M3-3a Yero BO3HMKaT
HOBble Yrpo3bl. 3TO KaXeTcsi HEBO3MOXHbIM — OMpefenuTb
cTeneHb 3¢pdpekTnBHocTM C3M B paHHBIN MOMEHT, a Takxe
npobenbl 6e30MacHOCTU, KOTOPbIe HYXHO YCTpaHWTb. [aHHble o
pesynbTaTax NeHTeCTUHra W ApYrux NpoBepoK yxe ycTapeBaioT u
He COOTBETCTBYIOT [LEWCTBUTENIbHOCTW, KOTAa Bbl Mosyyaete no
HUM oT4yeT. [losmkeH 6biTb mpoctol U 3ddeKkTUBHbIN cnocob
HenpepbIBHO NONy4YaTb MHPOPMaLMIO 0 KUbepyCTOMYNBOCTM BaLLeN
KOMMaHuu.

Tenepb MOXXHO J1erko y3HaTb, HaCKO0JIbKO Bbl
3alULleHbl

PeweHnne Cymulate pgna Tex, KkTo xouyeT ybegutbcs B
3alMLLEHHOCTN CBOEW KOMMAaHUM OT yrpo3, KOTOpble BO3HMKAIOT B
NMOCTOSIHHO MeHsLEeMCS NaHAWwapTe.

MpuHuun paboTbl

Cymulate noBbiLaeT BaLly KnbepycToiuymBocTb KpyrnocyToyHo, 365 AHel B rofy, 3@ CYMTAHHbIE MUHYTbI U BCEro B TPW NMPOCTbIX 3Tana:

Cymulate — 370 SaaS-pewenue ana sanupauum C3U, koTtopoe
MOXHO pa3BepHyTb 33 4ac W KOTopoe MO3BO/SET MpoCTo W
HenpepbIBHO MPOBepsThb, OLEHWBATb W ONTUMWU3UPOBATbL CUCTEMY
knbepbesonacHocT no Bcent baze MITRE ATT&CK®. Mnatdopma
npeaocTaBnseT BCTPOEHHbIN YHKLMOHAN OLEHKM PUCKOB Ha
OCHOBe 3KCMEepTHbIX 3HaHWN ©  kubeppas3Benkun, KoTOPbIN
HenpepbiBHO ob6HoBNsAeTcs. Ero Moryt nerko ucnonb3oBaTb
coTpyaHunkun UB c nobbiM ypoBHEM HaBbIKOB.

Ona  u3MepeHus un  oTcnexusaHus 3pdpektusHoctn  C3U
paccuuTbiBaeTCs  CTaHAAPTU30BaHHas OUEHKA pUCKoB, ANS
yCTpaHeHus npobenos 6e3onacHocTu npepocTaBAsSOTCS
npakTM4yeckne pyKoBOACTBA, a OT4YeTbl [N pyKOBOAWTenew
Mo3BOAAIOT MPUOPUTU3NPOBATL YCUNS OFPaHUYEHHBIX 3aLUUTHbIX
pecypcoB. KpoMe Toro, nnatdopma JaeT oTKpbITyl0 CTPYKTypy ANs
CO3AaHMA WM aBTOMaTM3auuu ynpaxHeHui red u purple team, a
Takxke  MpPOLLECCOB  MPOBEPKM  3alUULLEHHOCTW,  KoTopble
afanTupylTCs K YHWKaNnbHOM cpefe KOMNaHWW WU ee MoauTuKam
6e3onacHocTh.

Cymulate npepocTaBnsieT akTyanbHble JaHHble MOHUTOPWHrA,
KoTopble no3BonsiloT  cneuuanuctam Wb nonumate  cBotwo
OVWHAMUYEeCKy Cpeay v ynpaBnsTb en.

Cumynupyiite OueHuBaiite WcnpaensiiTe
aTaku No BCew Lenoyke C3W pns BbisiBNeHMA C NpakTU4yeckMMm
kill chain npobenos pekoMeHpaunsMm
MouyeMy cTouT BbibpaTh Cymulate?
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PassepThl- MpocToTa CaMbIii Wnpokmnin MogynbHas LeTanbHas Cumynauus KomnnekcHas
BaHue MCMOMb30- 0XBaT LenoyKku SaaS- HacTpoiika HOBEMLINX yrpo3 oLleHKa
3@ MUHYTHI BaHuA kill chain nnatdopMa aBToMaTM3aLum B HECKOJIbKO KJIMKOB «n3 KOpobKu»

red team

0 komnaHum Cymulate

Bnaropaps nccnepnosatenbcko nabopatopun, B KOTOPOW oTciiexuBatoTcs nocnefnHue yrposbl, Cymulate npoaktuBHo npoBepsieT 3¢ppeKTUBHOCTb
C3W, no3Bonssi coBpeMeHHbIM opraHusauusM usberaTb yuiepba u octaBatbes B BesonacHocTu. Cymulate 6bin ocHOBaH 3AMTHOM KOMaHAZOM
nccnepoBaTeneil ¢ NepBokNacCHbLIM OMNbITOM B pa3paboTke HacTynatenbHbix knbeppetwenunin. OpraHnsauum no BceMy mupy fosepsitot Cymulate: ot
ManblX [0 KPYMHbIX KOMMaHWi, B TOM yucne Befywve baHkn u duHaHcoBble dupmbl. OHM paspensiioT nosmumio Cymulate, cornacHo kotopow
3awwmTa Nnobon KoMnaHumM pomkHa BbiTb nNpocTo M obecneumsatbea Hamnyywmmm C3U. Yem npowe cuctema knbepbesonacHoctu, Tem nydile

3amuieHbl KOMMNaHWMM — B TOM Yucse 1 Balla.

3anpocuTe KOHCynbTaLuuMio, AEMO WK TeCTUpPOBaHUe Ha calTe www.tiger-optics.ru

Tanrep Ontukc — guctpmubbiotop Cymulate B Poccun u ctpanax CHI | www.tiger-optics.ru | salesf@tiger-optics.ru




 
 
    
   HistoryItem_V1
   TrimAndShift
        
     Range: all pages
     Trim: extend top edge by 8.50 points
     Shift: none
     Normalise (advanced option): 'original'
      

        
     32
     1
     0
     No
     766
     330
     None
     Up
     0.0000
     0.0000
            
                
         Both
         AllDoc
              

       CurrentAVDoc
          

     Bigger
     8.5039
     Top
      

        
     QITE_QuiteImposingPlus3
     Quite Imposing Plus 3.0c
     Quite Imposing Plus 3
     1
      

        
     0
     1
     0
     1
      

   1
  

    
   HistoryItem_V1
   TrimAndShift
        
     Range: all pages
     Trim: extend bottom edge by 8.50 points
     Shift: none
     Normalise (advanced option): 'original'
      

        
     32
     1
     0
     No
     766
     330
     None
     Up
     0.0000
     0.0000
            
                
         Both
         AllDoc
              

       CurrentAVDoc
          

     Bigger
     8.5039
     Bottom
      

        
     QITE_QuiteImposingPlus3
     Quite Imposing Plus 3.0c
     Quite Imposing Plus 3
     1
      

        
     0
     1
     0
     1
      

   1
  

    
   HistoryItem_V1
   TrimAndShift
        
     Range: all pages
     Trim: extend left edge by 8.50 points
     Shift: none
     Normalise (advanced option): 'original'
      

        
     32
     1
     0
     No
     766
     330
     None
     Up
     0.0000
     0.0000
            
                
         Both
         AllDoc
              

       CurrentAVDoc
          

     Bigger
     8.5039
     Left
      

        
     QITE_QuiteImposingPlus3
     Quite Imposing Plus 3.0c
     Quite Imposing Plus 3
     1
      

        
     0
     1
     0
     1
      

   1
  

    
   HistoryItem_V1
   TrimAndShift
        
     Range: all pages
     Trim: extend right edge by 8.50 points
     Shift: none
     Normalise (advanced option): 'original'
      

        
     32
     1
     0
     No
     766
     330
    
     None
     Up
     0.0000
     0.0000
            
                
         Both
         AllDoc
              

       CurrentAVDoc
          

     Bigger
     8.5039
     Right
      

        
     QITE_QuiteImposingPlus3
     Quite Imposing Plus 3.0c
     Quite Imposing Plus 3
     1
      

        
     0
     1
     0
     1
      

   1
  

 HistoryList_V1
 qi2base





